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Receipt and Storage of Data Covered by a Data Use Agreement 
 
This Standard Operating Procedure is for use with confidential or restricted data as defined by Saint 
Louis University’s 2.8s Data Classification Enterprise Standard.  
 
A. Individuals with a Data Use Agreement (DUA) (i.e., Data Custodians (DC)) may receive physical 

media containing DUA covered data on media in commerce delivered by couriers such as FedEx.  A 
package containing DUA covered data is not considered “received” by the entity until the intended 
recipient takes possession of the package. 
 

B. Prior to shipment by the sending entity, the DC will confirm shipping location, shipping date and 
expected receipt date with the sending entity. Tracking numbers must be sent to the Office of the 
Vice President of Research (OVPR) prior to shipment.   

 
C. Data on the media must be protected by a strong cryptographic algorithm (such as AES-256) prior to 

shipment. Decryption keys must be sent to the DC by a separate, secure communication channel.

C.


